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CALL RECORDING OVERVIEW

Masergy provides a Cloud Based Hosted Call Recording option, to easily record all incoming
and outgoing telephone calls without the need for additional hardware or software. There are
no limits to the number of calls recorded and no limit on the length of each call.

Recorded calls are easily managed, cataloged, retrieved, and can be played back for up to 60
days before purging. All call recordings may also be downloaded and kept locally. Customers
can archive their call recordings using File Transfer Protocol (FTP), Secure File Transfer
Protocol (SFTP), and Amazon Web Services (AWS) with several options that can be
automated.

The current supported roles in the Masergy Call Recording portal are:

e Administrators — will have both Read and Write permissions to create Administrators,
Supervisors, and Users who need web access for reviewing their call recordings, along
with disabling web access for any person.

e Supervisor — Read only permission access to the call recordings of the Users they need to
monitor.

» User — Read only permission to their call recordings only if, the user is allowed access to
the portal. (Default is no access to call recording portal.)

All users who are being recorded will have a 60-day retention period. When the time of 60 days
has been reached, all calls older than 60 days are automatically purged in a First In/First Out
(FIFO) sequence. Once the recordings are deleted, they are unrecoverable and there is no
email notification sent prior to the purge.

GETTING STARTED

Masergy Call Recording portal uses a web-interface, which can be accessed on any standard
browser over your network or over the internet. The Masergy Call Recording portal can be
found at the following URL:

» Standard Platform https://recording.masergy.com.

» Canada Platform https://recordca.masergy.com

> Europe Platform https://record-europe.masergy.com

Please enter your login credentials to access the portal.

A\

MASERGY

Pasmunans

If you are unable to log in to the Masergy Call Recording Portal, then please contact Masergy
Support for assistance.
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MASERGY'S CALL RECORDING DASHBOARD

Masergy’s Call Recording dashboard provides an at-a-glance view of calls-per-day, average call
duration, current active calls and other details.

Dashboard

143

i | B Reserdings

i Reporss £ Adminisration

49

LAST 30 DAYS [CALLS PER DAY}

5h 30m

REAL-TIME ACTIVE CALLS

& Jsffrey Kayne -

0o

00

i jl I
® Thecs Decs 01 A0E Al
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CALL RECORDINGS VIEWS

"‘ % Dashboard |l Reports. € Administration & jeffrey Kayne ~
ALL CALLS ACTINF TAHES MY CALLS RYLISFR NOT ASSIGNFD TO LISFR RY CATFGDRY AMVANCED SFARCE
B | Selarrafate Range Selerta | ser or Granp Sparch a Text Smarch | -
< No auto-rafrash - fi20ofmany | € ¥
o RECORDING REDIRECTED
USER DATE TIME FROM TO OURATION TENANT STATE CATECORIES FROM
n Asigai Dela Today 70 114242178815 [Ab geil Dz ¢ 4457 4z 433654 Completzd o
Cuz PM Cruz)
o Caeyeellls Today 701 +15625366736 =13104377569 (Iuls Calavag! 523 433604 Complet=d 8
PM

Masergy’s Call Recording Portal supports the following:

View Description
All calls Displays all call recordings (including active calls)
Active calls Displays only active calls
Displays call recordings associated with the currently logged
My calls .
in user
By user Displays call recordings grouped by user and user group

Not assigned to users

Displays call recordings that were not assigned to any users.
This view is visible to administrator accounts only.

By category

Displays call recordings grouped by category

Advanced search

Displays advanced search form
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PLAYBACK CALL RECORDINGS

INLINE BASIC AUDIO PLAYER
Click right inside the call list and you will be able to see the call details along with a basic
media player.

& Jeffrey Kayne -

M\ @ Dasnboara s @ Administation
ALL €ALLS ACTIVECaLRS Y CALLS BV USER NOT LEGGNED T uSER BY CATEGORY ADVANCED S LAfCM
& SelectaDate Range Sulort a e v| | SearcnaTer saaren | -

M autorafresh - 1Xofmy £ ¥

RECORDING REDIRECTED
user BATE TIME  PROM s BURATISN TEMANT STATE CATEEBRIES FROM

AoigallDela  Today 7 a3 33654 Compleed

IS Qs Calayagh 523 4654 Completed

Opan In mew windew -

Tensne: 433654
From:  +15628968736
Tar 13104377560 Juls Cabmyag (Calayngjuis)
Dare/Time:  Tsday %0127PM

Duratian: &3

Notes:

Tsaylames  Today FOO  ~13108D77SES (amesTinsay) ~ 14632518256 006 AME5 Camplered

[u]

ADVANCED AUDIO PLAYER

Click on Open in new window (image above) and you will be able to see detailed call
information with the advanced audio player.

Advanced audio player is shown only in supported browsers (Chrome, Firefox, Internet Explorer
(Edge), and Safari). Visual presentation of audio allows the ability of easily detecting silence and
talk- over periods in a conversation.

SEARCHING CALLS

& Jefirey Kayne -

_‘\ & Doshboard Bl Recordings Ll Acporss 4% Adminisoration

Call +15625866736 -> +13104377569

Serlet L basic plavar | Wiitw visw o

MEDIA PLAYER

R L f ~ }

”._.ﬁ, ..... % ot o *,_fHWF__....-_._,_.._._.-_,_ s **W-_.__,_,.}

a

4

oo 12 2 0 ]

»Flay

INFO FROM TQ

wrang 433654 User: Lser: CalmymgJuls

Fars Taday Phenz Murher  ~15525966736 Croup- 4236547

Lonnect lime,  7:00:27 PM HhoreMame, Frone Number, 13104377569
RhronnecrTirs:  7:08:80 PM raneld  slp-15420088738 Trane Nare:  Juls Calayag
@hroaccare comuser=phone
Coatior: 528 Phuneld:  sip=13104377568
Ipaderas 30878820 (88223 @broadenrs.com
Wereemare View
Ipzddess. 64471254 (5080)
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Masergy Call Recording supports easy search of calls by different parameters:

e Daterange
e User name or Group name

e Anytext. The entered text is searched inside caller/called phone number/name fields
as well as call notes.

For a better understanding of these features, please review the Masergy Call Recording

Searching Calls video.

ADVANCED SEARCHING CALLS

Advanced search web page provides capability to search call recordings by multiple criteria

like:
e User
o Group
e CalllD

e Phone number (FROM and/or TO) Date range
e Call duration

Each of these criteria supports different comparison operators like Equal To, Not equal to,
Starts with, Ends with, Includes, Is empty, Not empty, Match simple pattern, Match regex
pattern, Before, After, Between, Older than days, and Newer than days.

SAVED SEARCH
You can save searching criteria for later usage:

ALLCALLS  ACTIVECALLS  MYCALLS  BYUSER  NOTASSIGMEDTO USERS  BY CATEGORY  ADVANCED SEARCH
Group 5 Sales Depariment
Duratian Batwean o 60
4+ Add Criteria
¥ Delete  Categories  Noautorefresh~ & Download 0-20 of mary ¢ )
O oAamE TIME DURATION FROM o
O May3 2015 1128 A0 ose 12333001100 (Micheal Harvel) 303620297
O May22015 7:22 PM [ #1] 3910091920 12333001071 (Veta Pospisil)
O May2 2015 6:25 PM 057 12333001010 (Manual Spoor) 5281360684

Recordings

ALLCALLS ACTIVE CALLS

Q Last 7 days Dratic
Q. Longcalls (> 5m)

+ Add Cri
Q Shortcalls (< 155}

Q. SIP protecs!

n

raria

CALLS BY USER

NOT ASSIGNED

TO USERS

BY CATEGORY

ADVANCED SEARCH

Greater than v 500

m Save Seareh

2040 cfmany <

>

&' No auterrefresh - Categories - & Dewnload X Delete Meare -
0O TENANT UsER DATE TIME  DURATION FROM To
o Flasaus Brandss Mar 17, 426 5547 4041501053 12333000007 (Cedriek
Theornburg 2016 P frans)
g ‘enseluons L SierraBowyer  Mar 17, 357 818 21311005002 (Sierra 7080977305
2016 PM Bowyer)
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ADD NOTES TO CALLS

When a user has appropriate permissions, they will be able to view and optionally add new
notes for call recordings. Call notes are displayed inline and in new window. Call notes are
displayed in the order in which they are created (oldest first). It is also possible to pin any
notes on top.

CALL NOTES INLINE

O © Amonie Parker W05 RITAM 35 ‘1311003000 (Antanie Parker) 219310822

From: 28311003000 (ntonie Parker) O in new win daw 2
To: 6219310492
BateMime: jun 16,3315 #4731 Bl

Duratlen: 3133

Notes: Unpis % Dielete

el Today, S07 P Frintothercy X Delete

a Albena Seifried Jmi0Z015  MIZAM 337 21311001 009 (Alberta Selfried) £309342M6

a Tinizna Fras 010,015 wIOPM 024 510960518 21311002002 Tinksha Frast)

CALL NOTES IN NEW WINDOW

Call 21311003000 -> 6219310492 asetsca
AUDIO
frsibeaboianpeatioclieiivotisabodion e e ]
ipsiipimthh ool e e She-shuipe

= Play & Swve awdio file

DATE/TIME FROM TO

Dae: Jun 99, 2075 User  Antenie Parber o
o ST P Phone Number 21311603000 Phone Mumber. 8219310482

e 3456 P Phone Name:  Antonie Parker Phon

o 335 Ip-acidress Ip-address

View

Notes @
atnte unpin % Deies
This is # sales lesd. Follow up im 2 weeks
simin T y Rrimtathesep e Duets

Sehaddes 8 sems.

e

B3 e

CATEGORIZING CALLS

Masergy Call Recording supports categories for call recordings. When a user has appropriate
permissions, they may assign categories to calls, create new categories, and so on.

For a better understanding of these features, please review the Masergy Call Recording
Categorizing and Adding Notes video.
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Check one or more call recordings in a list and click the Categories button. Then select one or
more categories, which you would like to assign to this call.

Recordings

ALLCALLS | ACTWECALLS  MYCALLS  BYUSER

NOTAGSIGNED TOUSERS  BY CATEGORY
8  Seiecta Daie Range Search a Text Search =
X Delete  Categories - o0ofmany < ¥
0O UsiR < luRATIGN  FROM To CATEGORIES

O Back Office - = =
(w] David i 102 8662367979 Sales  Lead

B Lead
O 0md O Lesawon 1 102 3662167979 sates
O  Osvg O Leadinprogress 22 102 8662367970 Less s

O LeadiLost
O oake IF 2772420007 21311907007 (Dakat Viaipando) Te<nical Suppont

& Zales
O Dakol 01 Tachnieal Support L b 3314291406 21311001007 (Dakota Vialpanda)
O 213 21311881008 (Alkeria Seifried) 8023563524

Appty

O  OakewVislpEREE AR T Z0TS T 20ITEA 003 1288763878 21311001007 (Dakota Viaipanda) Technical Suppart
(m] Ba7.Z005 202379 0N 4984645761 21311002102 (ustin Frost)

VIEW MULTI-PART CALLS

Masergy Call Recording automatically recognizes multiple call parts of longer interaction; for
example, when a call that has been transferred from one agent to another or when the
agent puts a call on hold, then the agent makes a consultative call to their supervisor and

then resumes the initial call.

When a call is a part of a longer interaction, then a special icon is displayed in the calls list as

well as a link toan interaction web page.

B Antonie Parker Westerday 215PM

& part of interaction

ALL CALLS ACTIVE CALLS MY CALLS BY USER NOT ASSEGNED TO USERS BY CATEGORY
B | setecta Date Range Antonie Parker x % Search | ~
% Delete Categories - No auto-refresh = 02Mof many < >
o feon shows that a call TIME DURATION FROM 10 CATEGORIES
5 @ pan o interaclion
0O & erday 215PM 0-2{1,‘ essage lelis hal a cal is

Fram:
Ta:
Date/Tima:

Duration:

BE This callis a pout of long:

200 Test User (Antonie Parker)
205
Yesterday 14:15:16

az3

Gpen in new vindaw

& save audss file

[m]

O = Anonie P

B artonie Parker este rday 214PM 04

ker Yeste rda ZI4PM 020

200(Test Uar) 208

200 (Test User) 205

VISUALIZATION OF MULTI-PART CALLS

Multi-part calls are stored internally as multiple calls, but they are displayed to the user as a

single audio file. This allows to easily playing back the whole interaction in one click.
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Interaction

INTERACTION CALLDY CALL[2] SALL (3]

AUDIO

Call 200 + 205

R et N LY R B 1 R 1~ )

» Play EndTime:  10:21:46 PM

R ST VS ST U st T 10

2-a _-
@-m

4 Save audio file

DATA/TIME

BagnTime  Yesterday, 10:20:25 PM
EndTime:  Yesterday, 10:21:46 PM

Total Duration: %21

SUPPORTED CALL SCENARIOS

Masergy Call Recording merges multiple call parts into a single interaction in the following call
scenarios:

1. Inbound call is transferred from one agent to another. In this case, both call
parts will be added to interaction.

2. Agent puts on hold the first call, then makes an outbound consultative call and then
returns to theoriginal
call. In this case, all 3 calls will be added to the interaction.

3. Agent has an active call at the moment and they receive a second incoming call. The
agent places the first call on hold and answers the new call. Then the agent returns
to the original call. In this scenario,an incoming call between hold/resume events is
treated as outside of interaction. Only the 1st and the 3rd call parts will be added to
the interaction. The 2nd call (incoming) is treated as an out ofinteraction.

ON-DEMAND RECORDING

Agents may use their IP phones/Softphones to start/stop call recording during a call and use
pause/resume of call recording to comply with PCI requirements. For more information on
Masergy call recording options via the IP Phone or the Communicator Softphone, please
reach out to the Masergy Training Team at uctraining@masergy.com.

In order to enable Record on- Demand call recording it is necessary to change recording
settings on the agent'’s profile page in the Masergy Admin Portal from:

e Record all calls “Always” to “On Demand with User Initiated Start” for record on-demand.

ON-DEMAND RECORDING VIA API

Masergy Call Recording provides a Restful APl which may be used by a third- party
application to control on- demand recording.

PAUSE/RESUME RECORDING

When an agent is configured for Call Recording Always or Record on Demand call recording,
they will have the ability to pause/resume the call recording to comply with PCl compliance.

In order to enable pause/resume on Call Record Always or on Record on Demand call
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recording it is necessary to change the recording settings on the agent'’s profile page in the

Masergy Admin Portal as follows:

e Always record all calls to “Always with Pause/Resume”.
e Record on-Demand to “On Demand with User Initiated Start”.

REPORTS

Masergy Call Recording provides extensive reporting.

For a better understanding of these features, please review the Masergy Call Recording

Reporting video. Reports are available from the top menu bar. Masergy Call Recording

supports multiple reports:

e PER DAY
e PERGROUP
e PERUSER

e ALL CALLS PER ENTERPRISE
e AGENT EVALUATION REPORTS

Sample Report on All Users

Reports

& Call Recording Repors:  ~ Users

Vaer Galls

& Evalustion Reports

Reports

& Group Calls

& User Calls

AGENT

& Alcaks Agent Performance Summary Report

& Tenants Sales Department
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CHANGE OWN PASSWORD

In order to change your own password, click on your login name on the top right corner of the
menu bar and select Change password from the drop-down menu.

‘\ B Recordings |l Reports £ Administration & Jeffrey Kayne ~
My Pecfile
Dashboard e
Thange passwnr
Sign Dur

154 218 10h 10m o7

sTodzy Calls Yastarday nday faug Duration Today

AGENT EVALUATION

Agent Evaluation Add-on module licensed feature providing call center managers a tool to
evaluate and monitor agent performance.

For a better understanding of these features, please review the Masergy Call Recording Agent
Evaluation video.

Prerequisites:

e The Evaluator should have the appropriate Supervisor permissions to evaluate agents.

¢ All monitored agents need to be licensed and provisioned in order for the
information to be available for evaluation purposes.

To evaluate agent, select a call recording and click the “Evaluate” button in call details.

O Jamie Hemadez O 24,2018 421PM 027 21311005003 (Jamie Hernadez) 2228868533

From: 21311005003 amie Hernadez) Open in neve window 2
To: 2228865533
Datw/Time:  Oci 24, 2015 42144 FM

Duratien: 027

& Save audio file

More Getails | i= Evaluate

Netes:  Add nete

Select which evaluation form to use for this call.

Select Evaluation Form

Evaluation Form * Inbound Tech Sipport

Agent * Jamie Hernadez

Listen to the call recording and answer all the questions in the evaluation form. When all
guestions have been answered, this call will be scored from 0 to 100 points.
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Add Evaluation Report

I - o o M
Ve koo H i . [ SN S (S . 1 . ! b

EVALUATION REPORT GREETING
Agent:  Carrol Robards Did the agent say “Thank you for calling? @ ve ne
Evaluator:  admin
Did the agent mention his/her name? ® yes no
Evalwation Form:  Inbound Tech Support
Did the agent mention the company name? yes @ no
1fche call vias eransferred did the agent adaps the @ yes no nia
CALL DETAILS Breating accordingly?
Bid the agent say "This call may be recarded. . yes Mo @

CAIDSE/Tima:  MAFY, 2010, 9.05/58 AM

Call Duration:  3:58

[outbound anly)?

Comments
From: 827 CTI_HAR_27 (Carrol
Reobards)
Tor 0041796930211

Wiew call derails

WERIFICATION

AUDIT TRAIL

The Audit Trail provides Administrators the ability to get more details about the call
recording such as who has listened to a call recording. To access the Audit Trail navigate to
top menu bar Administration > Maintenance > Audit Trail to see the audit log. You can
filter the message by many parameters:

Action such as “create”,

Date of action
Initiator (user that performed the logged action)

Resource that is associated with the logged action, for example, “call”, “user”, “group”,
etc.

”ou ”ou

update”, “delete”, “change password”, etc.

Additionally, you can search inside the DATA field of the audit log message.

& User Management <
Audit Trail
& Storage
@ System
Resources: (5o
& Customization
@ Gom
Satngs for recorder
=
feriants User icenses B Users
» Audix Trall =
Actions: Aoonjon D) Maskgn it gy ats o usee () Changs passors
eCoTing Servers it cavegary Clea apeagoup G Creae F Oeiece Conniia Envr
0 n < >
" are souncE  AETION/DETA
=t
" s o s amace roatea
6. Wt Charyge_password, condidentis
™

To view the details of the Audit Trail message, click the “View" button and you will see the
associated data. For example, you will see which fields have been modified in the “Update”

action:
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Client |p-address:
Anplication
Fesource

Acdon

Related To

Detalls

DATA

FIELD

e»

Action «Updat
Time:
Inidater.

Modified flelds | Al fields

Apr 21, 2016, 252:27 PM

admin

127.00.1

‘web

Users

Update

Useriname=Antonie Parker, id=ffe175¢-9200-11e5-90ed-c03f497dbaff) (view)

User account "Antonie Parker” (login: antonie.parker) has been modified. Updated fields:
authenticate_type, must_change_password, confidential

OLD VALUE NEW VALUE

authenticate_type
broadworks_group_id
broadworks_sp_id
broadwarks user_id
can_login
confidential

created time

email
encrypt_fingerprint

‘encrypt_public_key

group_id

[

True
False

2015-11-2308:41:09,528-08

02f8e0e39pd25394a4c91a20c2:dd77a
MIIBIjANBgkghk GEwOBAQEFAADCAQBAMIIBC ..

ffe06dat-9200-11e5-ad74-e03497dbdff

Additionally, when you view call details, user profile, or any other resource; you will be able to
see all audit log messages associated with that particular object:

CUSTOM FIELDS

INFO

foe kped, H4E
samarem
2T
AT}

FROM o

Frirs burvker 23290373

Prane Name:

Phensld 353803737

loeaddrass 127084 (i) Preneid 380

A Lt i s 58I

Audit Trall
BATE INITATOR BESGURCE AT FOETRLE
Teakiy, #08 At adimn [ T e path of il Fvae g 24 A
iami
A 28 IS TG amn B Lo dimrvanan a eecondiog ISISOEET - 300, cal e g % 2015 1257 P
A 30 2NEADEE  admn Calk; Y e lagtadk of call recars ng: 250900727 = 300, cal troen 098 32287 Pl
i {aamim
Ap IE TR 338 sty DRI oy T H A o W ] SO DY PO 2 AT TS
e g
18,3008 445 Catngory B Cainicory Prefurel™ b kgt ol et o wBAI 1018 P (REEATLES
asmgmans

Masergy Call Recording supports custom fields, which may be used for storing any data, like
order number, support ticket number, product name, call campaign, etc. The custom fields

may be displayed in

the call list.

Recordings
ALLCALLS ACTIVE CALLS MY CALLS BY USER NOT ASSIGNED TO USER BY CATEGORY ADVANCED SEARCH
e
New fields may be
B Selects Date Rarge Teshnisal Suptadt ® |v| | SearchaTest displayed in columns }-r(h -
o J
& No auto-refresh ~ Categories » & Download X Delete More = \\‘ O-200fmany < ¥
O  user BATE TiME BURATION  FROM T ORBER &  CAMPAISN
O  jamie Hernadez Ocx24,2015 421PM o027 21311005003 (Jamie Hernadez) 2226865533 10001 Campaign &
O Jamle Hernader Dex23 2015 211PM 049 E5INE2111 21311005003 Jamie Hernadez) 10002 Campaign B
O TeacyHasn 23,2015 B2R2AM 024 21311005004 (Tracy Hash} 5370521272
o Gwyn Brace Qex22 2015 1239 PM 236 5690871923 21311005100 (Gwyn Brace)
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Additionally, customer field values are displayed in the call details.

Call 21311005003 -> 2228865533 ESTEEE coccin

AUDIO

SRR > .

S — .

Briay | &Save audiofile
INFQ FROM TO
vate Gct 24, 05 st famée Hermaden user
- Goup Techical Sappart Friane Number. 2218968533
Bricas bumher 21211085003 Brane Hame
. ) Erone Hare Jamie Hemadez Phcas o
o o —
WacerTany, View Fhone I Ipasdeess
Ipaceren:
@i

Campagn

Car patj A
i

Users may use quick search or advanced search capability.

Recordings
ALLCALLS | ACTMECALLS ~ MYCALLS ~ BYUSER  NOTASSIGN]  @uick search within custom fields I“E”
B | Selects Dace Range Technical Support ® - | 10002 Search | -
ONonurorefresh-  Categories- | &Download | xDelete | More~ o3efz ¢ >
Q USER DATE TIME DURATION FROM 0 QRDER# CAMPAIGN
0 Jamie Hermadez Oe23.2008 211PM 049 597182111 21311005003 (amie Hernadez) 10002 Campaign B
0 SierraBowyer Jun5.2015  113TAM 2040 21311005002 (Sierra Bowyer) 2021000288
O SierrsBowyer jui25,2018  FI0AM 343 21311005002 (Sierrs Bowyer) 1610002548
20 *| perpoge O3of3 ¢ >
ALLS Advancad search within custom fields |seg BY CATEGORY ADVANCED SEARCH
‘ Order # v | EqualTo v 10002
+ Add Criteria
CNe fresh~  C ies-  LDownload = % Delete  More~ 01ef1 € >
O  pate TIME DURATION FROM T0 ORDER # CAMPAIGN
0O  ©Oc23.2015 11 PM 0:49 6597162111 21311005003 (Jamie Hernadez) 10002 Campaign B ]
20 v perpage o-1of1 £ >

Only administrators are authorized to edit custom field values on the call details page.

Call 6597162111 -> 21311005003

AuDIO

s

E 4

ettt

BPay & Sweaudiofle

INFO

Dae Oor2t 28

613 may
8 fiskas mine

Compugs Campaign 8

FROM

Phone i
Ipadaress:

T0

e
Prose teme
P 14

[

+ &
¥ ¥

Jamie Hermadex
TachnicniSuppare

Jamie Hemader
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In order to create custom fields, navigate to the top menu Administration = Customization =
Custom fields and click the Add button. You can select the field type (Text, Date or Option) and
edit or search the custom fields.

Adrminisiraton > Customizéuan » Custom Fields
Add CUStDm FIEld Custom field designer

///

Mama * tarpaign

Description

Field type Text
Date
@ Oprion
Options Campaizn A
Carpaizn B
Carpalgn C
Add option

Editable &2 Autherized users can edtvaluzs of this field

Allow search & Advanced scarch

Free text szarch (for Textonlyl

FILE INTEGRITY CHECK (WATERMARK)
Masergy Call Recording supports tamper- proof watermarking of audio files.

Watermark Verification

ol P Checksn (54AT) 08246 ach a1 e ossa 1528
Curvent File Checksumn (3HAT) 0B 246H acla! #d i cccdbdTedTindbE 1834
Fie ey o (0

Close.

MULTI-LANGUAGE INTERFACE

Masergy Call Recording supports a multi-language user interface. To access the multi-
language interface select from the top menu Administration = Customization =
Language then click on the Change button and make your selection from the drop-down
menu.

Different users may select different languages. It is possible to set languages on multiple levels:

e Default language for all users is done by Masergy.

e Default language for enterprise/tenant is done by administrator only.
e Default language for group is done by administrator only.

e Language for individual user is done by supervisor or user personally.
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The following screenshot shows the Masergy Call Recording web portal in the Spanish
language.

. MyProfile
Grabaciones Language

Change password

TODAS LAS LLAMADAS LLAMADAS ACTIVAS MIS LLAMADAS BY USER NOT ASSIGN ED TO USER POR CATEGORIA BUSQUEDM AV Sign Out
-] Bisqueda =

Sin actualizacion automdtica = Categorias= L Descargas X Delete  More = 020ofmany £ ¥

O usuario DATO TIME DURACION LLAMADROR LLAMADO CATEGORIAS TICKET#

[m] Hoy 1432 012 412000308 94354756

Masergy Call Recording supports the following languages:
e English - default
e French
e Portuguese (Brazil)
e Russian
e Spanish

ARCHIVING OF CALL RECORDINGS

The Masergy Call Recording platform supports several methods for the customer to archive
their call recordings. The methods are File Transfer Protocol (FTP), Secure File Transfer
Protocol (SFTP), and Amazon Web Services (AWS). The SFTP and AWS are both secure and can
be automated. The customer's call recordings would be archived to the customer provided
long-term retention storage facility. The customer would still use the Masergy Call Recording
portal to easily access current and archived call recordings throughout the retention period.

An archiving procedure will be scheduled for any customer who subscribes to the remote
archiving of theircall recordings. The archiving procedure will move all call recordings to
the customer’s storage location.

Secure File Transfer Protocol (SFTP)

This method will allow the platform to transfer call recordings to the customer owned storage
using the SFTP protocol. The customer will need to provide the following information for a
successful setup:

e Storage IP/FQDN.
e Access credentials.
e Directory structure (location).

e SFTP uses the standard port 22 for connection and transfer. The customer for use
with SFTP may request a nonstandard port.

e The connection request will come from IPs that https://recording.masergy.com
resolves to (today these are 208.75.8.156, 64.47.12.506).

e Customer will be responsible for any firewall changes on their end to allow the
Masergy callrecording platform to access their storage.
Amazon Web Services (AWS)

This method allows the recording platform to transfer call recordings to the customer’'s AWS
S3 storage. The customer will typically provide a set of connection details for connecting to
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their storage. AWS would require at a minimum the following information:

e S3 Bucket name.

o AWS Access Key ID.

e AWS Secret Access Key

e AWS Storage Region Location

o For US regions for AWS S3

= US East (Ohio): us-east-2
= US East (N. Virginia): us-east-1
=  US West (N. California): us-west-1
= US West (Oregon): us-west-2

Additional Step for Amazon Web Services, adding Cross-Origin Resource Sharing (CORS)
configuration to an S3 bucket. Cross-Origin Resource Sharing (CORS) allows client web
applications that are loaded in one domain to interact with resources in another domain. This

configuration is required for our setup because the Masergy call recording solution is

accessible via https://recording.masergy.com, but audio files are located at your Amazon S3

domain (https://s3.amazonaws.com)

To add a CORS configuration to an S3 bucket:

1. Signintothe AWS Management Console and open the Amazon S3 console at

https://console.aws. amazon.com/s3/.

2. Inthe Bucket name list, choose the name of the bucket that you want to create a bucket

* Amazon S3 1 Discover the new console Duick
Q4344152
+ Create bucket 1 fucksts 0 1 Regions o
Bucket name = Access 0 = Reglon ': Date created =
ApriB, 2018 10°24:34 AM
B 4344152 Mot pubic * US West (N Califomia) Pyl

Gla bt Be Ll S el de o et anl e earn o

GMT-0700

3. Choose Permissions, and then choose CORS configuration.

Amazon 53 >  434415-2

‘ Acress Control List Bucket Palicy CORS configuration

CORS configuration editor asn: amawssa-a24418-2
feld 21 new cors configuestion or edil an exdisling sl

cling ane in lh: led area belaw

<1-- Samole policy --»
<CORSConfiguration>
<CORSRulex

Fermissions m—

4. Copy the following CORS configuration and paste it into the CORS configuration editor

field:
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<?xml version="1.0" encoding="UTF-8"?>

<CORSConfiguration xmIins="http://s3.amazonaws.com/doc/2006-03-01/">

<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<MaxAgeSeconds>3000</MaxAgeSeconds>
<AllowedHeader>*</AllowedHeader>

</CORSRule>

</CORSConfiguration>

5. Choose Save.

File Transfer Protocol (FTP)

File Transfer Protocol (FTP) is a supported protocol, which can be manual or be automated for
archiving call recordings. It is not recommended because FTP is not secure.

Secondary Redundant Archiving Location (Optional)

Masergy Call Recording platform supports a redundant secondary location for any customer
using any of the above long term archiving methods. Customers will have the option to move
their call recordings to a separate secondary location for redundancy.

To enable the redundant secondary location, the customer would need to provide Masergy
with the secondary storage location information. The secondary location can be FTP, SFTP, or
AWS, which may not be the same as the primary location.

In all scenarios, the customer will be able to access all of the call recordings by using the
Masergy Call Recording portal. For security reasons, Masergy staff will need to enable and
make any modifications for this archiving service for our customers.

CALL RECORDING FILE FORMAT

By default, the call recording file format only includes the date, time, and call ID. Masergy can
customize the file format to include additional fields such as calling (caller) party or called party
information in the naming format to make it easier to sort on. The default and customized field
formats are:

Default File Name Format:
%{setup-time#%Y%mu%d}/%{setup-time#%Y%mM%bd%H%M%S}-%{call-id}
Customized File Name Format:

%{setup-time#%Y%mu%d}/%{setup-time#%Y%mM*»d%H®»M%S}-%{caller-number}-%{callee-
number}-%{call-id}

Note: if you decide to customize the file format when you request archiving, please let Masergy
know.

CONTACT US: USA +1 (866) 588.5885 | UK +44 (0) 207 173 6900 | sales@masergy.com ‘\ MﬂSE HGY
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